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How to access the Bronx RHIO through the EMR:

1. Search for patient name in the athenanet searchbox
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3. Click on the Menu and select Third Party Applications and then BronxRHIO
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4. You will get the following attestation:

Annual Attestation & Agreement

| acknowieage that |

-Have completed Bronx RHIO user training modubes regarding my use of the RHIO System

Understand the state and federal laws pertaining to patient privacy and personal health information

Will use the RHIO System only a3 intended and will not snare my login credentials with any one

Will report any actual o suspected misuse of the RHIO Sysiem or any unauthorized use or disciosure of information that was oblained through the RHIO System to
UserSuppon@BromiRHIO og

Have compléted a HIFAA privacy training wilhin the last 365 days

Will have to change my password every 60 days as prompied by the system and use 2-facior authentication from Duo io complete my login

5. If new to the RHIO, you will then be prompted to add DUO (follow steps on Page 4). Otherwise, you will be taken to the
below page for two factor authentication using mobile app. This has to be performed once per day(First time login).

BronxRHIO

Connecting for Better Health

Duo Two Factor Authentication Method

Device:
Android

Method:
() Push Notification

O Mabile One-Time Passcode

SUBMIT CANCEL



0000

UNION COMMUNITY
HEALTH CENTER

% BronxRHIO

Conmecting for Better Health

6. You will be logged into the below page. Please click on VHR icon

C O @ stagebsrhio.org/ui/e/dashboard/BMvs9lg3/ v & % (@ i) O
"':!'.','.'.F."."-.' INDHIRAJITH NATARAJAN
PORTAL B rEw IF)copy

7. The link will then be re-directed to the patient lookup page where the patient needs to be searched to open the
respective patient records.

(2 C (O @& stagebxrhic.org/ui/#/vhe/ T &N Paused ) @

‘ Brom RIIO INDHIRAJITH NATARAJAN ~

< Q, Patient Lookup 7]
Q, Patient Lookup Last name First name Middle initial Date of birth (mm/dd/yyyy)

Gender hd
%
L R Facility MRN
=
Al least one of these field combinations is required:
= “Last name” and "Date of birth (mm/ddfyyyy)®
= “Firsi namea" and "Last name”
* "MRN
@

**Pplease see below for instructions to set up DUO Two Factor Authentication on your device or landline.**
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DUO Two Factor Authentication - Set Up for New Users

If this is the first time you access the portal you

will be prompted to authenticate your account
with DUO Two Factor Authentication (2FA).

You cannot log in to the BXRHIO without Enroll in Duo Two Factor Authentication
enroIIing in Duo 2FA. You can either use an QR Code: [ Youwil not be able to log in uniil after enralling in Dua Two Factor Authentication.

app, available on all smart phones, or a phone lnsdructions:

line (landline or cell). ceess.
aded you can open

If utilizing the app: Search “DUO Mobile” in
the App Store or Google Play and download.

enroll with 2 phone number. s this page to enroll you phaone number (cell or direct land-ine} with LUO
L —

Follow instructions in the next section. Activation Code:

WeiGSr1xel LI5yGimysPa-YXBpl WESNmVRNmOS! mR 1h3NTY 3WyaXRSL mhivbQ
If utilizing a phone line, please click on the
link(indicated) on the on-screen Instructions m caE
and follow the instructions on page 3.

If utilizing the smartphone app:

1. When opening the app, you will see a 2. Once you have scanned the QR code in
welcome screen. Click on “Add Account” the DUO Mobile app, you will see a line that
to open your phone’s camera and scan reads “Bronx RHIO” with a 6-digit passcode
the QR code presented on the page. underneath. Click Submit on your desktop

underneath the QR code.

Welcome to Duo Mobile

»>Ue
DUO-PROTECTED i
Bronx RHIO
- 350 555 5

About passcodes
ADB AC..C.&LFNT

Looking to recover your accounts?
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3. Choose Push Notification to receive a

notification to your phone. You will be asked Duo Two Factor Authentication Method
to approve this notification, which is Devies:
displayed in step 5. Method:
@ Push Notification
Choosing Mobile One Time Passcode will {0 Mhotaie: e g o

prompt you to enter the 6 digit code in the

app.

4. After clicking “Submit,” you will see & BronxRHIO

Connecting for Better Health

a loading screen on your computer
that is Waiting fOI" you to approve the Duo Two Factor Authentication

Waiting for push notification approval.__

notification on our device.

-

CANCEL

5. You will receive the push notification on your smart phone, which you must open by clicking on it or swiping.
Depending on whether your phone is locked, you may need to swipe into the notification before hitting the “Approve”
button as seen below:

seeec Verizon = @ 4 3% | @Photos esseo = 5:37 PM

Login Request

Monday, August 28

Bronx RHIO
BxRHIO 2FA Auth API

£ ouo mosILE

Q

Login request
Login request: BxRHIO 2FA Auth API
Press for more

vhrprovider
®©

5:37:38 PM EDT
August 28, 2017

v X

Approve

Press home to open
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If utilizing a phone line:

1. After clicking the link to enroll your phone
you will be brought to a new screen on your
computer to begin your phone line
enrollment with DUO mobile.

2. Select the radio button respective of the
device you are using to authenticate your
account.

3. Enter your landline or cell number in the
highlighted field.

% BronxRHIO

Conmecting for Better Health

=Uus
= w

Powered by Duo Security

Protect Your Bronx RHIO Account

Two-factor authentication enhances the security of your account by using
a secondary device 1o verify your identity. This prevents anyone but you
from accessing your account, even if they know your password

This process will help you set up your account with this added layer of
security

What is this? 04

Need help?

Powered by Duo Security

What type of device are you adding?

~ Mobile phone RECOMMENDED
Tablet (iPad, Nexus 7, etc)
Landline

' U2F token

What is this? 09

Need help?

Powered by Duo Security

Enter your phone number

United States v

+‘||

ex: (201) 234-5678

Extension:
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4. DUO will confirm you have entered a valid
phone number. Make sure to select the
checkbox confirming the number you
entered is correct.

5. Click “Finish Enrollment”.

6. Your enrollment was successful. Please
return to the BxRHIO webpage and proceed
with your login.

>US
3 — Enter your phone number

What is this? Cf

Need help? United States v

Powered by Duo Security
+1 9148279200 ¥

Extension:

ex: (201) 234-5678

(914) 827-9200 This is the correct number.

-|I- My Settings & Devices
| 4 w

What is this? CF
e el R Landline 914-827-9200 1UST ADDED

Powered by Duo Security

Default Device: | andline 914-827-9200

Finish Enrollment

Enrollment Successful! .

~

Way tb go! You can now authenticate to any
Duo-protected service.
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7. Click “Submit”.

It will bring you back to the login page
where you can re-enter your username and
password.

8. Once entered, you’ll be prompted to
select your two-factor authentication
method.

9. Click “Submit” and you can expect a
phone call to the number you registered
with DUO.

10. Answer the call and press any key on
your phone to finish your login to the
BxRHIO.

Enroll in Duo Two Factor Authentication

Qf Code: I ou wil nat ba.abis to log in unil aftar enrolling in Duo Two Facto Autertication

nstrucbons:

IHyou'd Ko ] Wit a ot Bame: 51 (14 506 enval you phen Bure? (o6 of gt land-ne] wih L0

Aciivation Code:

T2 CAAmenGACHH IBpUNE SN R SR BINY e RS Lmiw

Duo Two Factor Authentication Method

Device:
Landline (XXX-XXX-9200)

Method:
(O Phone call

SUBMIT CANCEL




